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B cootBerctBHe ¢ TpeboBanusmu [lonoxenus banka Poccun ot 17.04.2019 Ne 684-11 «O6
YCTQHOBJICHHH O0S3aTENbHBIX S HEKPEOUTHBIX (UHAHCOBBIX OpraHu3aluil TpeOOBaHWH K
00eCTeyeHnI0 3aIUThl WH(GOPMAIMK TIPH OCYIIECTBICHUH JEATEIBHOCTH B cdepe (hUHAHCOBBIX
PBIHKOB B IIEJISIX MPOTUBOJCHCTBHS OCYIIECTBICHUIO HE3aKOHHBIX (pMHAHCOBBIX omepauuity OO0
"VK "lllunkoB u ApremoB" (manee mo Tekcty - OpraHuzanus) JoBOAUT a0 Bamero ceneHus
OCHOBHBIC PEKOMEHIAMU MO 3alMTe WHPOpPMAUU OT BO3ACUCTBHUS INPOTPAMMHBIX KOJOB,
NPUBOAALINX K HAapYLICHUIO MITaTHOTO (DYHKIMOHUPOBAHMUSA CPEICTB BBIYMCIUTEIHHONH TEXHUKH
(BpeIOHOCHBIN KOJT), B LIENSAX MPOTHBOACHCTBUS HE3AaKOHHBIM (DMHAHCOBBIM OIEPAIHSIM.

Pexomenpanuu mno cobmtoeHu0 MHGOPMAMOHHONW 0e30MacHOCTH (COBOKYITHOCTH MEp,
MPUMEHEHUE KOTOPBIX HAIPABJICHO HAa HEMOCPEACTBEHHOE OOecleueHue 3aluThl WH(pOopMammu,
MIPOLIECCOB, PECYPCHOTO M OPraHMU3AIlMOHHOTO O0ecredyeHHs, HEOOXOAUMOro AJis MpPUMEHEHUS
yKa3aHHBIX Mep 3amuThl (3aech u nanee TepmuHbl U3 'OCT P 57580.1-2017) He rapaHTUPYIOT
obecrnieueHre KOHPUACHIINAIBLHOCTH, LIEJIOCTHOCTA M JOCTYIHOCTH MH(OpPMALMK, HO TIO3BOJISIOT B
[EJIOM CHH3UTh PHUCKH WH(DOPMAMOHHONW O€30MacHOCTH W MHUHHUMHU3HPOBATh BO3MOYKHBIE
HETraTUBHBIE MOCIEICTBUS B CIIy4ae UX pealu3allHi.

B memsx cHuXeHMs pHUCKa pealdu3allMd WHIMJIECHTOB MH(POPMALMOHHOM 0€30macHOCTH
(TOCT P 57580.1-2017) — HexenaTeIbHbIC MM HEOXKHUIAHHBIC COOBITHS 3allUThl MH(GOPMAIUH,
KOTOpblE MOTYT IPUBECTH K PHUCKY HapyLICHHUs BBIIOJHEHHUs OW3HEC-IPOLecCOoB (KIMEHTa),
TEXHOJIOTHYECKAX MPOIECCOB OpraHM3aluu W (WIM) HApYIIHUTh KOH(PHIECHIMAIHHOCTD,
LEJIOCTHOCTB U JIOCTYITHOCTh UH(OPMALIUHU BCIIEACTBUE!

e HECaHKIMOHMPOBAHHOIO JlocTymna K Bamiell nuHpopmanuu nunamu, He 001aJaroliuMu

IIPaBOM OCYIIECTBJICHHUS 3HAYUMBIX (KPUTHYHBIX) ONepanuii (B T.4. PMHAHCOBHIX);

e [oTepu (XULIECHUS) HOCUTENEH KiIIouel 3JIEKTPOHHOM MONKUCH, C UCII0Ib30BAaHUEM
KOTOPBIX, OCYIIECTBISIOTCS KPUTHUHBIE ((PMHAHCOBBIE) OIEPaLIUY;

® BO3/CHUCTBUS BPEAOHOCHOTIO KO/Ia Ha YCTPOUCTBA, C KOTOPBIX COBEPLIAIOTCS KPUTHUYHBIE
(puHaHCOBBIE) OnEpanuy;

® COBEpLIEHUS B OTHOIIEHWU Bac MHBIX MPOTUBOIIPaBHBIX IEUCTBUM, CBS3aHHBIX C
MH(OPMaLIMOHHON 6€30M1aCHOCTHIO.

Pexomenayercst cobmogath psii OpOoQHIAKTHYECKUX MEpPONpPUATHI, HANpaBICHHBIX Ha
MOBBIINIEHNE  YPOBHSA WH(GOPMAIIMOHHOH  OE30MacHOCTH TPH  KCIOJIb30BAaHUH  OOBEKTOB
uHpopMaTu3alui  (COBOKYITHOCTH OOBEKTOB, PECYpCOB, CpPEACTB M CUCTEM O00pabOTKU
uHpOpMalMK, B T.4. aBTOMATU3MPOBAHHBIX CHCTEM, HCIIOJIB3YEMBIX JUISI  OOeCreYeHus
uHpopmartuzanun ouzHec-mpoueccoB ('OCT P 57580.1-2017) Opranuszanuu.

BHuMarenpHO M3yYuTe JAOTOBOP, MPUIOKEHHUS K JIOTOBOPY U HHBIE JOKYMEHTHI, CBSI3aHHBIE C
UCTIOJTHEHUEM JIOTOBOPa, O3HAKOMBTEChH C pa3jeliaMH, TOCBSIIEHHBIMU WH()OPMAIIMOHHON
0e30MacHOCTH/KOH(PUACHIINATHHOCTH.

1) Tlpu ocCymIeCTBICHUM KPHUTHYHBIX ((UHAHCOBBIX) OINEpALMil CJEIyeT NPHHUMATh BO
BHUMaHUE PUCK TMOJIY4YEHHs] TPETHbUMH JIMIAMH HECAHKI[MOHHPOBAHHOTO JOCTYyNa K
3alUIaeMOl MHPOPMALIMHU C IIETbI0 OCYIIECTBICHHs (PMHAHCOBBIX ONEpalvii JTUIlaMHu, He
00JafalomMy  MIPaBOM HMX OCYIIECTBJICHUS, TaKHE€ PUCKH MOTYT OBbITb OOYCIIOBIIEHBI
BKJIIOUAs1, HO HE OIrPaHUYMBAsCh CIEAYIOIMMYU IPUMEPAMHU:

a. Kpaxa mapons u wuaeHtudukatopa AOCTyHna WIM HMHBIX KOH(QUACHIIUAIBHBIX
nanublx, Hanpumep, CVVACVC Homepa KapThl, KIIOYEeH  3JIEKTPOHHOU
HNOANUCH/IIH(PPOBAHUS TOCPEICTBOM TEXHMUYECKUX CPEACTB W/WINM BPEJOHOCHOTO
KOoaa; MW HCIIOJB30BAaHHUEC 3JIOYMBINIJICHHUKAMKU YKa3aHHBIX JAaHHBIX C JOPYrux
YCTPOMCTB JUIs1 HECAHKIIMOHUPOBAHHOTO JI0CTYIIA;
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b. VcranoBka Ha  ycTpOWCTBO  BpPEJOHOCHOTO  KOJa, KOTOPBIA  MO3BOJHT
3JI0YMBIIJICHHUKAM OCYIIECTBUTh KPUTHUYHBIE ONepaluu oT Baniero uMeHu;

€. Hcnonp3oBaHUS 3I0YMBINIICHHHKOM YTEPSTHHOTO WM YKpajaeHHoro tenedona (SIM
kapThl) mist monydeHuss CMC Ko/10B, KOTOpbIE MOTYT MMPUMEHAThCS Opranu3aiueii B
Ka4ecTBE JIOMOJHUTEIBHON 3alIUThl /s HECAHKIIMOHHUPOBAHHBIX (DUHAHCOBBIX
orepanui, YTo MO3BOJIUT UM OOOMTH 3aILUTY;

d. Kpaxka wuiaM HECAaHKIMOHUPOBAHHBIN JIOCTYNl K YCTPOMCTBY, C KOTOporo Bbl
HOJIb3yeTech yciyramu/cepsucamu OpraHusaluy JJis HOJTYYEHUs AAHHBIX W/HUIH
HECaHKLMOHUPOBAHHOIO JOCTyMa K cepBrucaM OpraHu3aliu ¢ 3TOr0 yCTPONCTBA;

e. Ilomyuenwe mapons u wuaeHtupukatopa nocryma w/wim koma u3 CMC w/mmm
KOJIOBOTO CJIOBAa M IPOYMX KOHQHUAEHIHMAIBHBIX JAaHHBIX, B T.4. MAaCHOPTHBIX
JTAHHBIX, HOMEPOB CUETOB U T.J[. IIyTeM OOMaHa W/MJIH 3JI0yIOTPEOICHHs JOBEpUEM,
KOIrZla 3JIOYMBIIUICHHUK MPEACTaBIsAETCS COTpyAHMKOM OpraHusanuu WiH
TEXHUYECKUM CIELUAIMCTOM HIIM HCIOJIb3YyeT HMHYHK JIETeHIy U npocur Bac
COOOLIUTH €My 3TU CEKPETHbIE JaHHbIC, WM HAIPABJISIET MOAJEIbHbIE COOOIICHUS
10 AJIEKTPOHHON MOYTE WUJIM MUCHMO 10 OOBIYHOW MOYTE C MPOCHOON NMPENOCTaBUTh
UHPOPMALIMIO MM  COBEPIIUTh JCWCTBUE, KOTOPOE MOXKET IPHUBECTH K
KOMIIPOMETALUH YCTPOMCTBA;

f. TlepexBaTa 9JEKTPOHHBIX COOOINCHUI ¥ TONYYCHUsS] HECAHKIHUOHUPOBAHHOTO
JOCTYIa K BBITUCKAM, OTYETaM M Mpoded (uHaHCOBOH mH(popMmarmu, eciau Bama
3JIEKTPOHHAs M0YTa UCHOIb3YyeTCs A UHPOpMaLMOHHOro ooMeHa ¢ Opranusanuei
WM, B Clydae IIOJIy4eHHUs JAOCTyna K Balledl DSJEKTPOHHOM II0YTe, OTIpPaBKa
cooO1IeHnH OT Bamero MMeHu B Opranusaluio.

2) Jlist CHYDKeHUS pUcKa (DUHAHCOBBIX MMOTEPb:

a. OOecrieubTe 3alIUTy YCTPOMHCTBAa, € KOTOporo Bbl mosib3yerech yciyramu
Opranuzanuy, K TakUM MepaM BKJIIOYas, HO HE OrPaHUYMBAsCh MOTYT OBITh
OTHECEHBI:

e llcionb30BaHue TOJIBKO JIMIEH3MOHHOIO MPOTrpaMMHOro obecreueHus,
MOJTy4E€HHOT'O U3 IOBEPEHHBIX HCTOYHUKOB;

e 3anpeT Ha YCTAaHOBKY IIPOrpaMM M3 HEMPOBEPEHHBIX HCTOUYHUKOB;

e Hanuuue cpeincTBa 3alMThl, TAaKUX Kak: aHTUBHPYC (C PETYJSIPHO U
CBOEBPEMEHHO OOHOBIIIEMBIMH 0a3aMu ), IEPCOHATILHBIN MEXKCETEBOM IKpaH;

e Hactpoiika mnpaB JocTyna K YCTPOMCTBY C MLENbIO MPEAOTBPALICHUS
HECaHKLMOHUPOBAHHOTO JJOCTYTIA;

e XpaHeHHe, HCII0JIb30BaHHE YCTPOMCTBA C IENIbI0 M30€XaTh PUCKOB KpPaxH
W/WIH yTEepu;

e CBoeBpeMeHHbIE OOHOBJIEHHS ONEPALMOHHOM CHUCTEMbI, OCOOEHHO B YacTH
oOHOBNeHMH Oe3omacHocTH. VIMeliTe B BUAy, UYTO OOHOBJIEHHUS CHMKAIOT
PUCKM  3apa)K€HUS BPEJOHOCHBIM KOJOM. 3JIOYMBIIIJIEHHUKHA  YacTo
HCIIOJIb3YIOT CTapble ys3BUMOCTH;

e AKTHBalMs APOJIbHON WIIM MHOM 3allUThI VISl JOCTYIA K YCTPONCTBY.

b. OGecneubTe KOHPUICHIINATHHOCTS:

e XpaHute B TailHe ayTeHTH(UKALMOHHBIE/UICHTU(UKAMOHHBIE JaHHBIE U
KJIII04YEBYI0 HH(popManuio, nosydyeHHsle or Opranuzamuu: mnapoian, CMC
KOJ/IbI, KOJIOBBIE CIIOBA, KIIOYHM DSJIEKTPOHHOHM MoAmMCH/MM(pPOBaHUS, a B
cilydyae KOMIIPOMETAIlMM HEMEJIEHHO MPUMMTE MEpbl IS CMEHbl W/WIH
OJIOKUPOBKH;

e CobumoiaiiTe TPUHLHUIT Pa3yMHOIO PAacKpbITHs MHGOpPMaUd O HOMEpax
CYETOB, O BaIlIMX MACIOPTHBIX JaHHBIX, O HOMEPaX KPEAUTHBIX U 1€0eTOBBIX
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kapt, 0 CVC\CVV xopnax, B ciydyae ecnu y Bac 3ampammBaioT ykazaHHYIO
uHpopManMio, B NpUBSA3Ke K cepBucaM OpraHuzanuy MO0 BO3MOXKHOCTH
OLICHUTE CHUTyallMI0O M YTOYHUTE I[IOJHOMOYHUS U MpPOLEnypy uepes
HE3aBHCUMBII KaHall, HalpuMep, yepes Tenedon OpraHnn3anum.

C. IlposBiasiiTe OCTOPOKHOCTD U MPELyCMOTPUTEIBHOCTD:

e bybTe OCTOPOXKHBI MPU MOTYYEHUH SJIEKTPOHHBIX MUCEM CO CChUIKaMHU U
BJIO’KEHUSIMM, OHM MOTYT IIPHUBECTH K 3apakeHHI0 Bamiero ycrtpoiicTBa
BPEIOHOCHBIM KOoZoM. BpenoHnocHslit koJ, onas Kk Bam depe3 31eKTpOHHYIO
MOYTY WM MHTEPHET CCBUIKY Ha CAWT, MOXKET MOJIYYHUTh JOCTYI K JHOOBIM
JAaHHBIM U MHGOPMAIIMOHHBIM cucTeMaM Ha Bamiem yctpoiicTse;

e BHuMarenpbHO MpoBepsiTe aapecaTa, OT KOTOPOTO MPHUILIO 3JIEKTPOHHOE
OUCbMO.  BXopsiiee  9J€KTPOHHOE  NMHUCBMO  MOXET  OBITb  OT
37IOYMBIIUICHHUKA, KOTOPBIA Mackupyercs moj OpraHuzanuio HId HWHBIX
JTIOBEPEHHBIX JIUII;

e bybTe OCTOPOXKHBI MPHU MPOCMOTPe/paboTe ¢ MHTEPHET-CAliTaMHu, TaK Kak
BPEIOHOCHBII KOJT MOKET OBITh 3arpy’KEH C CaiTa;

¢ byapTe ocTopoxkHBI ¢ (haiiIaMu U3 HOBBIX MM HEMPOBEPEHHBIX UCTOYHHKOB
(B T.4. apxuBBI C mapoiieM, 3ammdpoBaHHBIC (ailIBI/apXUBBI, T.K. TAKOTO
pona aiinel He MOryT ObIThb MpoBepeHbl aHTUBUpYCHbIM [IO B
ABTOMATHUYECKOM PEXKHUME);

e He 3axoaure B cucTeMbl YJAIEHHOIO JIOCTyIa C YCTPONCTB, KOTOpble Bbl He
KoHTponupyere. Ha Takux ycTpoiicTBax MOXET ObITh BPEIOHOCHBIA KO,
coOWparomMii Tapoiar W WACHTU(DHUKATOPBI JOCTYNAa WM CIOCOOHBIN
MOJIMEHUTH OTEPAIHIO;

e Crnenute 3a uHpopmanueil Ha caiite Opranusaly O NOCIEIHUX KPUTHUHBIX
YSI3BUMOCTSIX U O BPEJJOHOCHOM KOJIE;

e OcymiecTBisiiite 3BOHOK B OpraHu3anuio TOJBKO IO HOMEpYy TeiedoHa,
yKa3aHHOMY B JIOTOBOpe WM Ha oduiuaibHoMm caite Opranuzanuu. U
uMeiTe B BUy, 4yTO OT Juia OpraHu3aiuy He MOTYT IOCTYHaTh 3BOHKH WU
coobiieHusi, B kKotopbix oT Bac TpeOytor mepemarb CMC-koa, mapoib,
HOMEp KapThl, KOJOBOE CJI0BO U T.JI. KoJ10BOE C10BO MOXKET OBITH 3aIPOIIEHO
TOJIbKO, eciii Bbl camu nmo3BoHmM B Opranuzaiuio;

e lmeiiTe B Buay, 4TO, €ciid BBl nepenaete Bam tenedon w/mmm ycTpoilcTBO
JPYTUM MOJIb30BATENSAM, OHM MOTY YCTAHOBUTH Ha HETO BPEJNOHOCHBIN KOJ, a
B Cllyyae KpakM WJIH yTepHU 3JI0YMBIIUIEHHUKA MOTYT BOCHOJIb30BaThCS UM
Juid foctyna K cuctemaMm OpraHuszaiyy, KOTOPbIMH IOJb30Banuch Bel. B
CBSI3M C 3TUM IIpH yTepe, Kpaxe Teraedona (SIM kapThl), HCIIONb3yeMOro s
nomydyeHuss CMC koIoB wiaM JOCTyna K CUCTEMAaM OpraHM3aluu C
MoOuiapHOrOo MHpWIOKEHUs: 1) He3aMeIIUTEeNbHO NPOUHPOPMHUPOBATH
Opranu3anuio yepe3 KOHTakTHBIM TenedoH, 2) 1enecooOpa3HO o
BO3MOXXHOCTH OIEPAaTUBHO C YYETOM MPOYMUX PHUCKOB M OCOOEHHOCTEH
ucnosnb3oBanust Barero tenedona 3a0n0KkupoBaTh M MepeBbITYCTHTH SIM
KapTy, a TaK)kKe CMEHUTh NapoJib B MOOUIILHOM MPHUIIOKEHUU;

e [I[py  momo3peHMM  Ha  HECAHKIMOHHWPOBAHHBIM  JOCTYyHn  W/MIU
KOMITPOMETAIUIO yCTpOWCTBa HE00X0IUMO CMEHUTH 1apoib,
BOCIOJIb30BAaBUINCh  JIPYTUM  JIOBEPEHHBIM  YCTPOWCTBOM  W/WIU
3a0JIOKUpOBaTh JIOCTyM, oOpartuBIIMCh B OpraHu3alnuio, B OTHOIICHUH
KIIFOYEBOM MH(pOpMAIUK, €CIU 3TO YMECTHO JUIsl Balleld yCIyrM — OTO3BaTh
CKOMIIPOMETHPOBAHHBIM KIIIOY 3JIEKTPOHHOH moanucu/mudpoBaHus, B
COOTBETCTBUHU C IPaBHJIAMHU, OTPaXEHHBIMU B JIOTOBOpE, NMPUIOKEHUSIX K
JIOTOBOPY U MHBIX JOKYMEHTAX, CBSI3aHHBIX C UCIIOJIHEHUEM JOTOBOPA;
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e [ToMHHUTE, YTO HATMYHUE «ITATOHHOW» PE3EPBHON KOIMMH MOXKET OOJIETYUTh U
YCKOPHUTb BOCCTaHOBJICHHE Barero ycTpoiicTsa;

e Jlyumie BCero WCHONB30BAaTh I (DMHAHCOBBIX OIEpaluil OTAEIBHOE,
MaKCHUMaJIbHO 3allUIIEHHOE YCTPOUCTBO, JOCTYIl K KOTOPOMY €CTh TOJIBKO Y
Bac;

e Konrtpomnupyiite cBoii TenedoH, ucrnonabzyemblit s noaydenus CMC ko1o0B.
B cnyuae Bbixoma u3 crposi SIM kapThl, He3aMeITUTEIHHO OOpaIanTech K
COTOBOMY OIIEpaTOpPy JUIsl yTOUHEHUS IPUYMH U BOCCTAHOBIJIEHUS CBS3H.

d. Ilpu pabore ¢ KIFOYaMHU SJIEKTPOHHOH MMOIITHCH HEOOXOIMMO:

e lcnionp30Barhk Ui XPAaHEHMs KIIOYEH JJIEKTPOHHOM IIOAIMCH BHEIIHHE
HOCUTEIIM, HACTOSTEIbHO PEKOMEHJYEeTCS HCIOJIb30BaTh CHEIMAIbHbIC
3alIMIIEHHbIE HOCUTENM KIoYeBOW HH(opMauu (KII0YeBbIE HOCHTEIH),
Harpumep: e-token, cMapT-KapTa U T.IL.;

e KpaiiHe BHMMATEJIbHO OTHOCHUTBHCS K KIIIOUEBOMY HOCHUTENIO, HE OCTaBIIAThH
ero 0e3 MpUCMOTpa W HE NepefaBaTh TPETHUM JIMIAM, U3BJIEKATh HOCUTEIH
U3 KOMIIBIOTEPA, €CJIM OHHU (KIHOYEBbIE HOCUTENM) HE HCHOJIb3YIOTCS JUIS
paboThI;

e llcrionb30BaTh CIOXKHBIE TAPOJIH JJIS BXOJa Ha YCTPOMCTBO U IS TOCTYTIA K
KJIF0YaM 3JIEKTPOHHOM MOJIUCH/KIIFOUEBBIM HOCUTENSIM, HE XPaHUTh MapOJIH
OTKPBITOM BH/JIE HAa KOMITbIOTEPE/MOOMIIBHOM YCTPOUCTBE.

e. Ilpu pabore Ha KOMIBIOTEPE HEOOXOTUMO:

e lcrionb30BaTh JIMIEH3MOHHOE MPOTPaMMHOE obecreueHue (oneparroHHbIe
CUCTEMBI, O(DUCHBIE MTAKETHI U T.1.);

e CBOCBpPEMEHHO YCTaHABIMBATh AaKTyaJIbHbIe OOHOBICHHS O€30MacHOCTH
(onepaloHHbIE CUCTEMBbI, O(UCHbIE TAKETHI U T.1.);

e llcionb30BaTh aHTHBHPYCHOE NPOTrpaMMHOE OOecledeHue, peryssipHoO
OOHOBJISITH AHTUBUPYCHBIE 0a3bI;

e cnonp30Bath crieqUaIn3UpOBaHHBIE TPOrPAMMBI JIJIS 3aLIUTHI HH(OpMaLUU
(mepcoHallbHBIE ~ MEKCETEBbIE  SKpaHbl M CpPEACTBA  3AIIUTHl  OT
HECaHKIIMOHMPOBAHHOIO JOCTYyMa), CpPEACTBa KOHTPOJIS KOHPUrypauuu
YCTPOWCTB;

e lcnionb30BatTh CIIOXKHBIE TAPOJIH;

e OrpaHu4yuTh  JIOCTYH K  KOMIBIOTEPY, MCKIIOYUTH  (OTPaHUYMTH)
BO3MOXXHOCTh JMCTAHIIMOHHOTO TOJKIIOYEHHUS] K KOMIIBIOTEPY TPEThUM
JULAM.

f. Tlpu pabote c MOOHIBHBIM MPUIIOKEHHEM HEOOXOIUMO:

e He ocraBusate cBoe MoOWIBHOE YCTPOHCTBO 0€3 MpHCMOTpa, YTOOBI
HCKIIFOYHTH HECAaHKIIMOHUPOBAHHOE HCIIOJIb30BaHUE MoOuabHOTO
IIPUIOKEHUS;

e lcnionb30Bath TONBKO OpuInanbHbie MOOUIIBHBIE TPUIIOKEHHUS,

e He nepexoauTh 1o cchulKaM U HE YCTaHaBJIMBATh MPHIIOKEHUS/OOHOBIEHUS
6e3onacHoctH, npumenmme B SMS-coobmenun, Push-yBegomiennn mwim mo
AJIEKTPOHHOM ITOYTE, B TOM 4MCIIe OT UMeHU Opranusanuu;

e YcTaHoBUTh Ha MOOMIIBHOM YCTPOICTBE Mapoib Ui AOCTyIa K YCTPOMCTBY
U IIPWIOKEHUIO.

g. IIpu obmene nnpopmanueit uepes cetb MIHTEpHET HEOOXOIUMO:



e He OTKpbIBaTh MHUChbMa M BIOXKEHHUS K HHUM, ITOJYyYCHHBIC OT HEM3BECTHBIX
OTIIpaBUTENIEH 10 IEKTPOHHON MOYTE, HE MEPEXOAUTh IO COAEPKAIIUMCS B
TaKUX MHUChMAax CChUIKAM;

e He BBOAWTH NEPCOHATBHYIO MH(POPMAIMIO HA ITOAO3PUTEIBHBIX CaiTaXx H
JPYTUX HEU3BECTHBIX BaM pecypcax;

° OI‘paHI/I‘-II/ITB IIOCCIICHUA CaliTOB COMHHUTEIBLHOTO COACPpIKaHUA,

e He coxpaHsTh mapoiu B MaMsATH WHTEpHET-Opay3epa, eciid K KOMITBIOTEPY
€CTh JIOCTYI TPETHUX JIUII;

¢ He HaxumaTh Ha OaHHEPHI M BCIUIBIBAIOIINE OKHA, BOSHUKAIOIINE BO BpEMs
paboThl ¢ ceTbto MIHTEpHET;

e He oTkpeiBaTh (ailibl TONyYeHHBIC (CKauyaHHBIC) W3 HEM3BECTHBIX
HUCTOYHHUKOB.

[Ipyn mogo3peHur B KOMIIPOMETALMU KIIOYEH 3JIEKTPOHHON mnoamucu/mudpoBaHus WK
HECAHKIMOHMUPOBAHHOM JBMKCHHH IICHHBIX OyMar, IEHEKHBIX CPEACTB WJIM HUHBIX (DUHAHCOBBIX
AKTHBOB HEOOXOJUMO He3aMeUIUTeIbHO oOpamarscs B OpraHu3zaiuio.



